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During normal operations

Objective: Evaluate the remote work plans and whether
they include adequate considerations from an availability,
confidentiality and data integrity perspective.

People

— Overall user environment
+ Validate the following users are conducting operations with
adequate security consistent with existing organization
policies/standards:
— System administrators
— Developers
— Social media professionals
— Endusers
— IT procurement professionals
— Cybersecurity professionals
— Project managers
- Vendors

Processes

— Security awareness

+ Validate that all users have completed appropriate security
awareness activities (e.qg., training)

+ Validate that additional guidance on remote work
cybersecurity practices have been communicated to remote
workers

— Change/configuration management, including emergency/after
the fact

+ Validate that change management processes still operate
with appropriate testing and approval of changes in a remote
work environment

+ Validate that emergency changes are still appropriately
tested, reviewed and approved after the fact in a remote
work environment

— Physical access reviews

+ Validate reviews for physical access to sensitive spaces
(e.g., data centers, key facilities) are completed and
increased in frequency due to remote work

— Project management for large/critical projects

+ Validate that project management activities can continue to

operate in remote work environment
— Software license and cloud usage cost monitoring

+ Validate that software license or cloud usage costs
monitoring processes are appropriately managed due to
change/increase in the number of licenses/usage

— User support/help desk

+ Validate that user support and help desk processes are

adequate to support remote work
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— Vendor management
+ Validate that vendor management activities continue
appropriately during remote work, especially for vendor/
contractors that have been working on-site with organization
teams
— Incident response
+ Validate that incident response processes can still operate
effectively or have been appropriately modified to address any
increases/changes in the type of incidents being worked as a
result of remote work
— Succession/personnel backup planning
+ Validate that operational succession or personnel backup
plans for critical roles are in place and adequate due to
changes in remote work (e.g., personnel out due to iliness)

Technology

— Physical-to-cyber systems

+ Validate systems that connect to critical infrastructure (e.g.,
door locks, camera, building control, HVAC, refrigeration) are
adequately secured and monitored remotely

Virtual private network (VPN)

+ Validate that VPN settings are consistent with your
organization’s policies/standards, alternatively validate that
recent changes made to settings maintain adequate security

+ Validate the use of VPN by remote workers is required for all
key/critical systems

Multi-factor authentication (MFA)

+ Validate that MFA settings are consistent with your
organization’s policies/standards, alternatively validate that
recent changes made to settings maintain adequate security

+ Validate the use of MFA by remote workers is required for all
key/critical systems

End-of-life systems

+ Validate systems that are soon going end-of-life or out of
vendor support in the next few months can be remediated/
managed remotely

Remote collaboration software

+ Validate systems used for remote collaboration (e.g., Webex,
Zoom, Skype) are secured appropriately for maintaining
confidentiality of meetings

— Remote capacity testing
+ Validate testing of the capacity of the systems to allow the

entire user base to concurrently work remotely based on

both their typical work times and working times that may be
changed due to working in a remote environment (i.e., working
parents where one parent may need to provide childcare so
their work is performed during different hours than usual)
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