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Take a risk-based approach

Take an inventory of your
business assets (hardware,
software, data, locations,
people, and processes) and
identify the criticality of each
asset.

Prioritize your cybersecurity

iInvestments to align with the
risks you have identified and
the criticality of the business
asset.
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|dentify the risks associated
with your business and the
assets that support your
business (e.qg. risk of an insider
stealing trade secrets or a
hacker stealing/selling the
personal information of your
employees and customers)
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Be aware of who you do business with

Business today Is not
performed in a silo; most
organizations have multiple
business partners that they

use to perform specific
business functions. These
third parties introduce risk to
your business that you may
not even be aware of.

— ldentify third-party vendors/suppliers

— Perform risk assessments

— If the vendor provides an IT service,
validate that the vendor obtains a third-
party assessment on an annual basis
SOC 1 or SOC 2 reports
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Build a security aware culture

Protecting your organization is not all about the technology, people are a
major contributing factor to whether you will suffer a data breach. Users are

being targeted every day and many organizations are falling victim to
malware or ransomware infections due to the lack of cybersecurity
awareness of their end users.

— It starts with employee onboarding

— Develop ongoing security awareness training

— Organizations should perform phishing campaigns
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Evaluate security controls and identify gaps

Prevent

- Utilize control standards (e.g. NIST CSF, NIST 800-
53,1S0 27001, CIS CSC) as a basis for your
assessments

- Evaluate the effectiveness of data protection
solutions

Detect

- Review access management policies and controls

- Review patch management processes
Respond

- Evaluate physical security controls

- Conduct vulnerability scanning and penetration
testing
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Disclosure

The information provided here is of a general nature and is not intended to address the specific

circumstances of any individual or entity. In specific circumstances, the services of a professional should be
sought.
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