HIPAA: Five steps to ensuring your risk assessment
complies with OCR guidelines
HIPAA and healthcare technology have changed
significantly over the past 20 years. See timeline on page
five. Covered entities and their business associates face
an ever-evolving risk environment in which they must
protect electronic protected health information (ePHI).
Although healthcare security budgets may increase this
year, the cost of implementing and maintaining adequate
security controls to protect an entity’s ePHI far exceeds
what is often budgeted. As a result, some ePHI may be
under-protected and vulnerable to a data breach. A longterm, consistent and cost-conscious approach to HIPAA
compliance is needed.

to implement the Security Management Process
standard. To further clarify risk analysis, the
OCR released guidance on the risk analysis requirement
in July 2010. The HIPAA Security Rule states that an
organization must conduct an accurate and thorough
assessment of the potential risks and vulnerabilities to
the confidentiality, integrity and availability of ePHI held
by the organization.

Current state of healthcare

Additionally, security risk analysis must be performed in
order to comply and attest to Meaningful Use of electronic
health records as required by the Health Information
Technology for Economic and Clinical Health (HITECH)
Act of 2009.

HIPAA’s role and importance continues to rise with the
value of the data it was created to protect. Healthcare
providers are increasingly targeted by cybersecurity
attacks, and patient data now commands more than
credit card accounts on the black market and dark
web. Distributed denial-of-service (DDoS), ransomware,
malware, phishing and rogue software are frequently used
in cyberattacks launched against hospitals and other
healthcare entities.

With the OCR increasing enforcement efforts with
a second year of random audits for both covered
entities and their business associates related to
HIPAA compliance, risk analysis plays a critical role.
Organizations need to comply with the HIPAA risk analysis
requirement if they are to be fiscally responsible and
avoid returning Meaningful Use Medicare and Medicaid
payments, avoid OCR fines and avert the cost of breach
notification efforts.

The message is clear: if you are responsible for securing patient and
proprietary healthcare information, you cannot afford to be unprepared.

Risk analysis – Five steps to getting it right

According to the Ponemon Institute’s Sixth Annual
Benchmark Study on Privacy & Security of Healthcare
Data, nearly 90% of surveyed healthcare organizations
suffered a data breach in the past two years. The average
cost of a data breach for the surveyed healthcare
organizations exceeded $2.2 million. The projected cost
of all data breaches for the healthcare industry surpassed
$6.2 billion.1

Today, we find a range of compliance issues and
tools used to conduct risk analysis when providing
services. Often, HIPAA risk assessment reports do
not meet the guidance defined by OCR or support
complete review of the security rule controls. Checklists
of policies and procedures, penetration test results
and IT assessments barely scratch the surface of the
data security safeguards. The wide variance in HIPAA
risk analysis scope and reporting suggests that many
organizations may not truly understand the HIPAA
Security Rule and how to conduct an accurate and
thorough assessment of the potential risks and
vulnerabilities to the confidentiality, integrity and
availability of ePHI held by the organization as defined
by the OCR. The following five steps should put you on the
right track to be compliant with OCR guidelines.

In 2016 the U.S. Department of Health and Human
Services (HHS) reported that over 12 million patient health
records were breached.2 The department’s Office for Civil
Rights (OCR) levied over $24 million in fines and a prison
sentence was ordered for inappropriately obtaining ePHI.3

Risk analysis: The foundation of an
effective HIPAA compliance plan
Risk analysis is one of four required HIPAA
implementation specifications that provide instructions
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1. Evaluate your current HIPAA risk assessment

users through 156 questions with resources to help
understand the context of each question. It also allows
users to factor in the likelihood and impact to ePHI in
the organization. The tool functions on mobile devices
as well. It can be downloaded from HealthIT.gov. The
tool is geared towards smaller practices and while a
good starting point, it does not take into consideration
many of the complexities of larger organizations.

The following components should be included in your
current risk assessment efforts:
– Identification of assets that create, store, process
or transmit ePHI and the criticality of the data
– Identification of threats and vulnerabilities to ePHI
assets, the likelihood of occurrence and the impact
to the organization along with a risk rating

Risk Assessment Toolkit - developed by a team of
Health Information Management Systems Society
(HIMSS) professionals. The HIMSS Risk Assessment
guide and data collection matrix contains a PDF user
guide, Excel workbooks with National Institute of
Standards and Technology (NIST) risk analysis references,
application and hardware inventory workbooks, HIPAA
Security Rule standards, implementation specifications
and a defined safeguards workbook. The safeguards
are numbered 1-92 and correspond to the Security
Scorecard workbook. The scorecard differentiates
numbered safeguard components to be assessed for
the organization, by department and within applications
that contain ePHI. The HIMSS Risk Assessment toolkit is
available at: himss.org/himss-security-risk-assessmentguidedata-collection-matrix. The tool includes NIST
Special Publication 800-30 Revision 1 guidance for
completing a risk assessment.

– Evaluation and documentation of the administrative,
physical and technical safeguards for the
organization, by department where applicable,
and for each application with ePHI
– Evaluation and documentation of the security
measures currently used to safeguard ePHI.
Are the controls configured and used properly?
What are the vulnerabilities?
– Evaluation of HIPAA policies and procedures –
are the documents dated, signed, reviewed
periodically and available?
If all of the above items are not included in the scope
of your risk assessment, the assessment may not be
acceptable with an OCR audit.

2. Select the right HIPAA risk assessment tool
Regardless of the tool chosen to help with
the assessment, the most important aspect
of the risk analysis is taking an open and
honest view of the threats and vulnerabilities
to the environment.

The OCR highlights two tools in its 2010 guidance that
provide a framework for risk assessment:
Security Risk Assessment Tool (SRA) - developed by the
Office of the National Coordinator (ONC) for Healthcare
Information Technology. The ONC’s SRA user guide walks

Selecting a third-party HIPAA risk assessment partner
If your organization lacks the knowledge, experience or requisite training to perform a HIPAA risk assessment,
we recommend engaging security specialists who understand healthcare, healthcare technology and the
HIPAA Security Rule. However, it is often hard to find all of these skills in one person. Often, it is a team of two
or more individuals who together have this knowledge and the right skills to provide the best service.

When assessing resources,
– Understand how long the vendor has been providing these services
– Understand the types of certifications and qualifications the vendor has
– Be sure the resources have years of experience providing security, risk and compliance services
– Look for qualified professionals with certifications such as: CISA, CPHIMS, CCSFP, CISSP, HCISSP, CIPT,
CISM, ISSMP or CCSFP
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